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DETAILED ACTION 



Claim Rejections - 35 USC §112 



1. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

2. Claim 22 is rejected under 35 U.S.C. 112, second paragraph, as being indefinite 
for failing to particularly point out and distinctly claim the subject matter which applicant 
regards as the invention. 

3. Claim 22, on line 3 recites "with said intermediary said manager..." which is an 
unclear statement. Appropriate correction is required. 



1 . The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 



Claim Rejections - 35 USC § 103 



1 . Claims 1-28 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Edlund et al. (6,085,227; hereinafter Edlund) in view of Buhle et al. (6,286,104 
B1; hereinafter Buhle.) 
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2. Regarding claims 1, 5, 6, 11-15, 18 and 24, Edlund discloses a method and 
apparatus for operating remote devices over wide area networks such as Internet 
(col. 1, lines 31-40 and Fig. 1). Edlund further discloses a command processor 
program corresponding to the recited agent (see, for example, col. 2, lines 64-65 
and Fig. 1, block 122 on a device computer 104), a proxy server corresponding 
to the recited intermediary (see, for example, col. 2, lines 44-46 and Fig. 1) and a 
client computer corresponding to the recited manager (Fig. 1 ), which all operate 
in conjunction with the wide area network. Edlund also discloses that the proxy 
server is distinct from the remote devices and the client computer has a 
component through which users issue command to be executed by the command 
processor program on remote devices (see, for example, col. 2, lines 10-15, col. 
3, lines 36-39 and col. 4, lines 24-30). The commands (corresponding to the 
recited directives) that are issued by the client computers are processed by the 
proxy sever (i.e., an intermediary) and passed on to the command processor 
program (i.e., agent) to be executed (see, for example, col. 4, lines 33-39). 
Although Edlund discloses that only authorized users with proper permission can 
conduct proper functions (see, for example, col. 4, lines 50-60 and col. 5, lines 
12-16), however, Edlund does not disclose an authentication mechanism to be 
implemented between the client computer, proxy server and the device computer 
containing the command processor program (i.e., agent). 
Buhle teaches an authentication method used in an N-tier relational database 
management system (see, for example, abstract). Buhle teaches that 
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authentication process is performed between a client and a middle-tier server 
and between the middle-tier server and a data server that may include digital 
certificates transmitted between the (see, for example, Fig. 3, blocks 302 and 
308; col. 2, lines 52-62). 

It would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to implement the an authentication mechanism as taught in 
Buhle in the method of Edlund, because it would provide a more secure system 
by limiting the privileges and/or roles of clients and the intermediary server when 
a client issuing commands through the intermediary (col. 2, lines 1-5). 

3. Regarding claims 2, 3, 17, 23 and 25, Edlund discloses that the proxy server 
displays to the users the results of operations on remote devices caused by 
users commands (see, for example, col. 2, lines 39-42; col. 3, lines 47-52; col. 6, 
lines 5-15; Fig. 2, block 210). 

4. Regarding claim 4, Edlund discloses that the device server computer that 
contains the command processor program (i.e., agent) would perform other 
processing (corresponding to the recited blocking pending receipt of directive 
from manager) if it has not received results of operation of commands from 
remote devices (see, for example, col. 7, line 59-col. 8, line 10). 
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5. Regarding claims 7 and 8, Buhle discloses that in one embodiment the middle- 
tier server receives users' credentials (i.e., password) from the data server 
(corresponding to the recited agent) to compare with the ones received from the 
client (corresponding to the recited manager) or to use when the client 
authenticating the middle-tier server (see, for example, col. 2, lines 43-62). 

6. Regarding claims 9 16, Edlund discloses that the client is a browser and the 
proxy server is acting as a web server (see, for example, col. 3, lines 37-45; col. 
5, lines 49-60). 

7. Regarding claim 10, Edlund discloses that the pathways between client and the 
proxy server and between the proxy server and remote devices are different and 
the first pathway may comprise Internet (see, for example, Fig. 1 and col. 2, lines 
53-54). 

8. Regarding claim 1 9, Edlund discloses that the proxy server is a computer 
containing memory for storing information such as password that is used during 
authentication process (see, for example, col. 2, line 55-col. 3, line 9). 

9. Regarding claim 20, Edlund discloses that the proxy server would perform other 
processing (corresponding to the recited blocking pending receipt of directive 
from manager) if it has not received results of operation of commands from the 
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device server computer that contains the command processor program (i.e., 
agent) (see, for example, col. 7, lines 10-30). 

1 0. Regarding claim 21 , Buhle discloses that the authentication process may include 
a digital certificate to ensure the true identity of the server (see, for example, col. 
7, lines 36-40). 

1 1 . Regarding claims 22 and 26, Edlund discloses that the proxy server includes an 
ACL database that defines which clients (i.e., manager) may communicate with 
the remote devices (see, for example, col. 4, lines 53-63). 

12. Regarding claims 27 and 28, these claims are rejected as applied to the like 
elements of claims 1,10 and 21 as stated above. 

Conclusion 

The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. 

US Patent Application Pub. No. 2003/0037160 A1 to Wall et al. 
US Patent No. 6,467,088 B1 to alSafadi et al. 
US Patent No. 6,070,190 to Reps et al. 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Abdulhakim Nobahar whose telephone number is 703- 
305-8074. The examiner can normally be reached on M-F 8-5. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on 703-305-1830. The fax phone 
number for the organization where this application or proceeding is assigned is 
703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR 
only. For more information about the PAIR system, see http://pair- 
direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll- 
free). 



Abdulhakim Nobahar 

Examiner 

Art Unit 21 32 
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TECHNOLOGY CENTER 2100 



